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We must do everything in our power to ensure that our military serving overseas have the opportunity 
to vote, and that their votes are correctly counted.  As MOVE provides, electronic transmission of 
information and materials is appropriate.  However, MOVE does not require electronic transmission of 
voted ballots.  Rather, MOVE calls for “expedited mail delivery service” via the U.S. Postal Service.

I enthusiastically support the first part of Section 1 of HB 2483 and SB 6238: “An overseas or service 
voter may receive a ballot by fax, e-mail, or other electronic means.”  I also strongly recommend that 
you to delete the following sentence: “An overseas or service voter may return a voted ballot by fax or 
e-mail if the voter's signature on the declaration accompanies the ballot”.  

And I urge you to defeat internet voting bills HB 1624 and SB 5522.

Cybersecurity is a growing concern – with ever more frequent reports of government and corporate 
sites getting hacked, as illustrated by a recent major Internet-based attack on Google originating from 
China.  That attack targeted Gmail accounts of Chinese human rights activists.  Furthermore, according 
to the Wall Street Journal, as many as 34 companies were attacked, including Yahoo, Adobe, and 
Juniper Networks.  It appears that even Symantec and Northrop Grumman were targeted.

Not only do the companies named by the Wall Street Journal have vastly more resources than the 
relatively small Internet voting vendors, but they also employ large numbers of computer security 
experts.  In fact, Symantec's major products include anti-virus and anti-spyware software.

Another way in which hackers, criminals, or foreign countries could manipulate Internet-based 
elections is by inserting election-rigging software into voters' computers.  The easiest way to do this is 
by distributing a virus or worm over the Internet.  The Conficker worm, which infected between 9 and 
15 million machines in November 2008, can even “call home” for updates.

Anti-virus software works by checking for known viruses and worms.  Therefore, whenever a new 
virus appears, the anti-virus software must be updated.  There can many days between the time when 
the virus is initially distributed and when it is recognized and analyzed.  After that, the virus fix needs 
to be distributed, and users need to disinfect their machines – at times a very difficult step.

While many viruses and worms are planted without the knowledge of the computer owner, people are 
sometimes willing to download software of highly questionable provenance. In August 2009 a spam 
message circulate that said, “If You dont like Obama come here, you can help to ddos his site with your 
installs.”[sic] (ddos stands for Distributed Denial of Service, an attack that overwhelms a website, 
making it inaccessible). According to CNET News, people who clicked on the email link were offered 
money in exchange for downloading denial of service software. They were even told to return to the 
website for updated versions if their virus detection software deleted the original download.  The 
source of the spam is not known. The goal could be to disrupt websites associated with Obama, to 
engage in identity theft, or even to infect machines of Obama opponents, something that could be 
especially useful if Internet voting were to become an option in the United States.

Once a voter's computer is infected by a virus or worm, all bets are off.  The virus can make the 
computer screen show the voter a ballot image that correctly represents the voter's intent.  But the virus 



can then send something entirely different over the Internet.  In other words, it is the virus that is  
voting, not the voter.  The voter will never know, because it is impossible for the voter to see what is 
actually sent.

All email, which uses the Internet, is subject to the insecurities of the Internet.  Because it is extremely 
difficult to encrypt email and because email and fax transmissions are routed through the phone 
systems of the country of origin, there are additional security issues for voters living or stationed 
abroad.  Anyone intercepting the email or fax can make arbitrary changes to the ballot, or even prevent 
the ballot from being delivered.  It is not possible for the Department of Defense to guarantee the 
security of telecommunications outside the U.S., especially when electronic communications might be 
routed through unfriendly countries.

Furthermore, both fax ballots and email ballots (it's trivial to change the header of an email) would be 
easy to forge.  

In many ways, Cyberspace is today's lawless wild west.  We must honor our military and overseas 
voters by ensuring that we have established strong cybersecurity criteria before we even think about 
experimenting with their voted ballots transmitted through cyberspace.

By providing military and overseas voters with blank ballots via the Internet, you will cut the time 
required to vote in half.  If there is still a problem, there are secure solutions, such as mailing the voted 
ballots back via Fed Ex.  

Voting is the cornerstone of our democracy, and an insecure voting system is a national security threat. 
We must not make the votes of our servicemen and servicewomen vulnerable to hackers from China or 
elsewhere – people who might have the ability to determine the next Governor of Washington State, or 
perhaps even the next President of the United States.
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