COMPUTER TECHNOLOGISTS' STATEMENT ON
Internet Voting

Election results must be verifiably accurate — that is, auditable with a permanent, voter-verified record
that is independent of hardware or software. But several serious, potentially insurmountable, technical
challenges must be met if elections conducted by transmitting votes over the internet are to be verifiable.

There are also many less technical questions about internet voting, including whether voters have equal access
to internet technology and whether ballot secrecy can be adequately preserved.

Internet voting should only be adopted after these technical challenges have been
overcome, and after extensive and fully informed public discussion of the technical and non-technical issues
has established that the people of the U.S. are comfortable embracing this radically new form of voting.

A partial list of technical challenges includes:

* The voting system as a whole must be verifiably accurate in spite of the fact that
client systems can never be guaranteed to be free of malicious logic. Malicious software,
firmware, or hardware could change, fabricate, or delete votes, deceive the user in myriad ways including
modifying the ballot presentation, leaking information about votes to enable voter coercion, preventing or
discouraging voting, or performing online electioneering. Existing methods to “lock-down” systems have
often been flawed; and even without that problem, there is no guaranteed method for preventing or detecting
attacks by insiders such as the designers of the system.

e There must be a satisfactory way to prevent large-scale or selective disruption of
vote transmission over the internet. Threats include “denial of service” attacks from networks of
compromised computers (called “botnets”), causing messages to be mis-routed, and many other kinds of
attacks, some of which are still being discovered. Such attacks could disrupt an entire election or selectively
disenfranchise a segment of the voting population.

* There must be strong mechanisms to prevent undetected changes to votes, not only by
outsiders but also by insiders such as equipment manufacturers, technicians, system administrators, and
election officials who have legitimate access to election software and/or data.

* There must be reliable, unforgeable, unchangeable voter-verified records of votes
that are at least as effective for auditing as paper ballots, without compromising ballot secrecy. Achieving
such auditability with a secret ballot transmitted over the internet but without paper is an unsolved problem.

* The entire system must be reliable and verifiable even though internet-based
attacks can be mounted by anyone, anywhere in the world. Potential attackers could
include individual hackers, political parties, international criminal organizations, hostile foreign
governments, or even terrorists. The current internet architecture makes such attacks difficult or impossible
to trace back to their sources.

Given this list of problems, there is ample reason to be skeptical of internet voting proposals. Therefore, the
principles of operation of any internet voting scheme should be publicly disclosed in sufficient detail so that
anyone with the necessary qualifications and skills can verify that election results from that system can
reasonably be trusted. Before these conditions are met, “pilot studies” of internet voting in government elections
should be avoided, because the apparent “success” of such a study absolutely cannot show the absence of
problems that, by their nature, may go undetected. Furthermore, potential attackers may choose only to attack
full-scale elections, not pilot projects.

The internet has the potential to transform democracy in many ways, but permitting it
to be used for public elections without assurance that the results are verifiably accurate
is an extraordinary and unnecessary risk to democracy.
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not imply that employers have a position on the statement.
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This statement and other information about internet voting may be found at www.verifiedvoting.org



